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Top Data Challenges for Discussion 
 
After the 2017 catastrophe events, it has become evident that these brutal low frequency, high severity 
events have become the primary concern for shareholders and executive leadership1. Charged with 
leading insurers to be in a position to endure catastrophic financial hits from natural and man-made 
perils has unveiled an underlying limitation throughout the industry, data wealth. 
 
It is no secret, significant challenges facing the property and casualty insurance industry are all data 
related. In the midst of uncertainty in an ever-changing world, carriers are going to have to revisit the 
strategies and infrastructure of the business. Before key decision-makers can start the conversations to 
finding the best route to solutions, a substantial deep dive is required. We will focus on data challenges 
involving Emerging Risks, Location Intelligence, Exposure and Claims Data Management and finally 
Enterprise Risk Management.  
 
Table 1: P&C Insurance Industry Income Analysis, 2008-2017 
 

Year 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 

%Δ Net Premiums Written  -1.3% -3.8% 1.3% 3.4% 4.3% 4.4% 4.2% 3.5% 2.7% 4.6% 

Net Underwriting Gain/Loss ($B's) -21.2 -3.0 -10.5 -36.2 -15.4 15.2 12.2 8.9 -4.7 -23.2 

 
Source: ISO®, a Verisk Analytics® business 
 
 

Emerging Risks 
 
In an age where there is global climate weather change and exponential advancements in information 
and technology, the industry must be better prepared if it wants to survive. There is however, one 
significant consistency with catastrophic events, their perpetuous volatility – as if we didn't already have 
plenty of risk to manage. 
 
We will start with the discussion of wildfires affecting the US West Coast and US flooding, following, the 
primary and never-ending cyber concern. All three perils put the industry in crisis realizing that something 
needs to be done in regard to the data used to manage these perils. 
 

 
 
 
 

1 Over the past 15 years, losses incurred have increased by 40%. 



P&C (Re)Insurance Industry: Top Data Challenges – Spring 2019 

Chanalytix℠ | 2 
 

Emerging Risks: Wildfire (US) 
 
Insurers and the wildfires affecting the North American west coast face significant data gaps as there 
have not been many historically catastrophic wildfire events until recently. This means that there aren’t as 
many historical claims to evaluate and confidently write policies for several risk prone areas. This is not 
just an individual carrier concern but for the P&C insurance industry as a whole and the lives that reside 
there (Figure 1). 
 
Data governance and regulations are cracking down as this emerging risk takes fire. Based on NOAA’s 
National Centers for Environmental Information (NCEI) over the course of 28 years, an estimated 
economic average annual loss (AAL) from a wildfire CAT is about $3 billion. As you look deeper into the 
loss data, moving averages emphasizing more recent activities suggest the west coast wildfires will 
continue to increase in economic damages, significantly. Based on the 10-year moving average there is 
an average expected loss of over $5 billion and $10 billion according to the past 5 years (Figure 2). 

 
Figure 1: Wildfire Economic Damages & Lives Lost 

 

 
 
Figure 2: Economic Wildfire Loss Estimates 
 

 
 

Source: NOAA National Centers for Environmental Information (NCEI) U.S. Billion-Dollar Weather 
and Climate Disasters (2019). https://www.ncdc.noaa.gov/billions/. 

Loss Calculations Based on Contiguous US Region. 
2019 Consumer Priced Index Adjusted Losses. 
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Emerging Risks: Flood Risk (US) 
 
For the peril flood, many inland flood models for the US all have a significant impediment crucial to being 
of value to P&C insurers of commercial lines. Model validation has been based on accessible historical 
flood information and losses primarily of homeowners, auto and small commercial. 
 
Flood damage could come from a number of causes of loss (COL) and storm types however, most models 
available only account for US inland flooding (Figure 3). For model vendors new to the CAT model vendor 
scene, some might include storm surge and rainfall estimates within the AEP/OEP flood loss estimates, 
as they likely do not already have an existing and well-established hurricane model. 
 

Figure 3: Total Ground-Up Flood Loss Estimates 
 

 
 

Source: NOAA National Centers for Environmental Information (NCEI) U.S. Billion-Dollar Weather 
and Climate Disasters (2019). https://www.ncdc.noaa.gov/billions/. 

 
 

Conservative flood estimates taken based on event type.  
V For Flood Only events, 100% of the losses were captured,  
V 5% was captured for concurrent COL relating to flooding from Severe Storms (e.g. 

Rainfall, Riverine and Flash Flooding) and Tropical Cyclones (e.g. Storm Surge, Rainfall) 
and 

V To account for Snowmelt from Winter Storms 2.5% was taken. 
 
 

Loss Calculations Based on Contiguous US Region. 
2019 Consumer Priced Index Adjusted Losses. 
Water-sewer backup not accounted for in estimates. 
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Emerging Risks: Cyber Risk 
 
Although viewed as the #1 concern and primary challenge facing insurers for at least the past 5 years2, 
some carriers have been writing cyber since the 1980’s. For large enterprises with several lines of 
business writing for different cyber products, building a corporate view for cyber aggregation risk 
management purposes is no small task. 
 
The objective is to maintain a uniform understanding of coverages and data standards. Collecting the 
data is only one of the first challenging steps, especially when each business unit has their own 
preference of systems and its associated formatting standards to maintain and manipulate their data.   
 
It will require working with 1) the actuaries and acquiring the relevant data for ratemaking plus data 
quality validation checks and 2) underwriters from each line of business to translate every coverage 
definition and its associated limits into one singular corporate defined view. For some lines of business 
and their available products, a challenge will include translating rolled-up cyber coverage limits 
intertwined within a general insurance policy (e.g. small commercial policies). 
 

Location Intelligence 
 
For accounts with dozens to hundreds, thousands of locations, properly managing national accounts 
property risk will remain a constant battle due to the lack of efficiency and intelligence in regard to 
geographic information systems. 
 
Whether it is the resolution quality of a CAT event’s footprint, magnifying property details, distance 
measurements from a current California wildfire and taking the Santa Ana winds (SAW) pattern into 
consideration, location intelligence will continue to be a nuisance for carriers. 
 
Higher resolution is theoretically better but could mean longer run time before getting the necessary 
information to utilize for decision-making. Quality enhancements such as better accuracy of a property’s 
distance to the coast for evaluating perils such as storm surge are typically updated AFTER a 
catastrophically damaging event has already occurred. 
 
Available solutions are sub-par and sometimes quality valuation is subject to a particular peril type or line 
of business preference. Even when location intelligence solutions advance, carriers still face the data 
dilemma that is often the victim of repetitive, multi-purposed data usage, incomplete address information 
that dissipates with each data transfer and user formatting transformations for new user preference. 
 
Big data mining and manipulations are complex enough but for purposes of successful geocoding, 
ambiguous and/or incorrectly formatted address information must be put through a normalization 
process, which only adds to the gruesome and time-consuming tasks related to location intelligence.  
 

 
 
 
 

 
 

2 Source: ISO®, a Verisk Analytics® business. “Emerging Issues”. 
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Exposure Data 
 
Challenges facing the P&C insurance industry in regard to emerging risks and associated CAT models, 
have not only suggested but requires additional, enhanced data on millions of insured locations and 
business details that may deem invasive by requesting it of the insureds and is difficult to retrieve 
otherwise.  
 
A significant amount of information still lacks, whether on the insurer’s side or as a value-added 
functionality of new and advanced high-definition CAT models. Information such as a property having a 
basement or first-floor elevation may not actually be accurate or available when modeling for tropical 
cyclones and flooding. As discussed, challenges with quality of data collected, stored and managed for a 
property’s location can poorly represent modeled loss estimates. 
 
Cyber, a peril unlike the natural perils, having limited industry standards for managing the risk proves 
another challenge when it comes to collecting exposure data. Whether for affirmative or silent coverage, 
this emerging risk will remain the primary issue for years to come. Modeling for scenarios triggering the 
insured’s property policy, silent coverages, one can hope enough data has been collected to model these 
unique but possible calamitous events.  
 
The heavier hitter is acquiring the data that isn’t necessarily captured when an insured provides the 
necessary information requested by the producer and/or underwriter for an insurance policy. Even still, 
information taken may not have made it to a computer database to later be utilized in case it becomes 
relevant and important in the future.  
 
The first section of Table 2 includes standard data fields for any general commercial property policy of 
risk, it is likely that this information has been already retained and used for modeling cyber accumulation 
risk. In regard to the 2nd grouping, standard data fields depending on the line of business, size and value 
of a company, information may or may not be accurately captured, current or available. Fields within this 
grouping are primary details that cyber model calculations are based on. The 3rd grouping in Table 2 are 
some data elements not normally captured but are also essential to model cyber accumulation risk. 
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Table 2: Cyber Exposure Data Fields for Cyber Accumulation Models  
 

Group Data Field Req. 

1 

Occupancy Scheme Compulsory 

Occupancy Type Compulsory 

Building Scheme Compulsory 

Building Class Compulsory 

Number of Stories Useful 

Year Built Useful 

2 

Number of employees at company Encouraged 

Co.'s current reported annual revenue  Encouraged 

Market Capitalization Encouraged 

Co.'s associated economic sector code Compulsory 

Economic Sector Code System e.g. NAICS or SIC Compulsory 

3 

Cyber Hygiene Score  Useful 

Cyber Hygiene System e.g. BitSight Score Useful 

# Personal Identifiable Info. (PII) records Encouraged 

# Payment Card Information (PCI) records Encouraged 

# Personal Health Information (PHI) records Encouraged 

Est. hourly Business Interruption (BI) cost if website(s) go down Encouraged 

Monthly Traffic e.g.: # website visits per month Encouraged 

Cloud Provider(s) Encouraged 

Est. hourly BI cost from cloud provider outage Encouraged 

Payment System Provider(s) Encouraged 

Value of transactions via pmt. system provider per yr. Encouraged 

Cyber Coverage Code Compulsory 

Silent or Affirmative Cyber Coverage Useful 

Cyber Peril Code (CY, CZ or CT) Useful 

 
 

Cyber Security Data & Privacy Breach (CY), Cyber Security Property Damage (CZ) or Cyber Terrorism (CT). 
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Claims Data 
 
Although exposure data quality is of utmost importance to any carrier, it is its own claims data that are of 
most value, if used to its full capacity. Some considerations to be taken while assessing the current value 
of a carrier’s historical losses include: 
 

 How claims data are taken, stored and managed. 
 

 Are claims stored within an enterprise user-friendly format for the sake of streamlining 
and block-chain management or in a sparsely, distributed disarray? 
 

 Are there primary and secondary causes of loss (COL) indicated? 
 

 Are claims data kept when the COL is not covered, and no losses paid? 
 

 Are there detailed notes from the adjuster? Big data dumps are more valuable than 
papers in filing cabinets. 
 

 For accounts with hundreds of locations, does the claim data identify the specific 
location affected and relevant information such as location limit or are the policy 
account, blanket limit and paid losses only stated? 
 

 Is there a weather or non-weather-related claim indicator? 
 

 Is there a flag for water damages and/or flooding? 
 

 Are associated CAT numbers defined with related claims? 
 
An insurer’s “secret sauce” is their historical claims data but it is just as spoiled as the next when 
thorough data and notes are not easily accessible and digestible to key decision makers. 
 

Enterprise Risk Management 
 
There is without a doubt CAT losses have become a primary concern, and wise strategic decision-making 
must be put in place to withstand future CAT events and associated financial damages. Insurers must 
now revaluate if not, finally implement enterprise risk management strategies in regard to technical 
changes, losses due to catastrophic events and methods for collecting, enhancing, maintaining and 
storing exposure and claims data. Surprisingly, it is not as common for a carrier to devote an entire unit to 
enterprise risk management, more specifically for corporate catastrophe risk management. 
 
The apparent demand for professionals with the niche skillset of catastrophe risk management is at its 
highest. (Re)insurers are finding it difficult to fill these roles and it is no surprise. Few professionals from 
the P&C insurance industry have exposure to CAT risk management. There is a personnel resource gap 
where professionals with solid CAT risk management expertise and valuable insight are primarily those 
already in senior leadership roles. 
 
With every shattering CAT event, data regulations and governance are reassessed. Long-term goals 
related to streamlining and capturing data across all lines of business for an enterprise data model view 
create a promising enterprise risk management framework to take on the great unknown that is the 
future. 
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Final Thoughts 
 
There is no one “right” direction for any carrier to take when facing the data dilemma head-on. Several 
considerations must be taken from a granular book of business, region-, peril- and enterprise-level 
perspective. There are also localized issues that add to the data challenge such as inflation and 
economic variability.  
 
As an industry expert, the gruesome challenge across the entire book of business for all perils can be 
accomplished efficiently without the need to bring on hard to find additional personnel with niche skillsets 
that the ordinary underwriter or actuary may not have. There is significant value to addressing discussed 
challenges and being able to analyze the combined impact of possible scenarios on the balance sheet. 
These abilities will only come with the right risk management strategy and data infrastructure, ensuring 
that unusual, unintended and/or unacceptable risks are isolated and proactively managed. 
 
As a provider of strategy and analytics with propriety developed resources as an independent research 
firm, the decision is simple, and the value added has already been calculated to be in everyone’s favor.  
– Chanalytix℠ 
 


